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Six perimeters, no junction point - fictional document

Fictional document — demonstration example
This document is produced by the Blue Lemon Agent website to illustrate what an Al
agent hands to its users. The companies, matters, amounts and people in it are

invented. It has no legal, accounting or commercial value.

Fictional document, produced for the demonstration. Each entity is the
controller of its own processing: it, and not the group, decides why and how its
data is processed. The group is a governance perimeter, not a data perimeter

— the architecture takes that literally.

The two routes, and the criterion that separates them

Route What it guarantees When to choose it Entities
concerned

Local The model computes on a Data under client Rouen
inference machine belonging to the confidentiality

entity; no content crosses agreements, drawings,

an external network trade secrets
Isolated Environment dedicated to a All other cases Bourges,
resource single entity, under French Orléans, Lyon,
hosted in law, no pooling Namur,
France Zaragoza
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What is guaranteed, in both cases

Guarantee Scope How it is verified
Hosted in France, under French law All six entities, Hosting contract,
Belgium and resource location

Spain included

0 data outside the European Union Content, logs and  Outbound flow log
backups — 0 over two
quarters
Architecture designed to reduce exposure to  All entities No subcontractor
extraterritorial legislation, location alone not subject to US law

being enough to guarantee immunity

No data used to train a model All entities Contract clause,

processing log
Encryption in transit and at rest All entities Acceptance check B4

Role-based access 11 distinct roles Acceptance check B5,

tested role by role

Complete logging Every request, Acceptance check B6

every approval

What goes up to group level — the list is closed

What goes up What never goes up

Number of operations per site The content of a file

Document volumes The name of a file, a client, a supplier
Availability and response times An extract, even anonymised

Gaps against service commitments An attachment, a screenshot, a quotation
Rework rate per use case The identity of whoever reworked
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Head office knows Bourges processed 1,100 documents in October; it cannot
know which ones. This is not a cautious setting someone could loosen: counters
and content do not travel the same flows, and only counters leave the

entity.

To be completed by the group data protection officer
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Scope of this document: the service operated by Blue Lemon Agent. For an agent deployed at your premises, the
applicable location is that of the architecture set out in the quotation and verified before commissioning; local
execution is announced only for the configuration explicitly described and accepted in the quotation; the applicable
isolation depends on the deployment mode set out in the quotation, no dedicated isolation being presumed; the
encryption mechanisms in transit and at rest, their components and key management are those documented for the
architecture chosen; roles and permissions are configured and accepted for the identities and systems actually
connected; the events logged, their content, their retention period and who may access them are defined for the

deployment chosen.
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