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12 health fields isolated, 0 out-of-role access - fictional document

Fictional document — demonstration example
This document is produced by the Blue Lemon Agent website to illustrate what an Al
agent hands to its users. The companies, matters, amounts and people in it are

invented. It has no legal, accounting or commercial value.

Fictional document, produced for the demonstration. Health data is open to the
medical adviser and to nobody else, and that is verifiable with one command

rather than on trust.

Compartmentalisation, point by point

Point Implementation What the insurer can
state

Health 12 fields in a separate space, encrypted apart, “Only the medical

data key not held by the five other roles adviser opens them”

Encryption In transit and at rest, keys held by the insurer “A stolen file stays
unreadable”

Backups Encrypted, hosted in France “The copy travels no

further than the

originai”
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Point

Model

training

Hosting

Logging

Implementation

No data used, neither for us nor for a third party

France, under French law, architecture designed
to reduce exposure to extraterritorial legislation,
location alone not being enough to guarantee

immunity

Every opening, including the medical adviser's

What the insurer can

state

“What the agent learns

here serves here”

“Including against an
American operator

hosting in Europe”

“We know who read,

and when”

A compliance controller opens the file, its timeline and its administrative

documents; he does not open the medical data — and he has no need to open it

to do his job. The matrix states it in black and white, which is the best answer to give an

auditor who asks.

The three figures of the year

Indicator Value
Out-of-role access across 4.7 million actions 0
Data taken outside the insurer's perimeter 0
Transfers outside the European Union 0

What it is worth commercially
Fact Value What it opens
Third-party administration mandates 34 Running another organisation's

schemes on its behalf, with its

members and its data
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Fact Value What it opens

of which framework contracts requiring 11 Showable in writing, dated,
hosting in France and a demonstration of with no preparatory work

compartmentalisation

Sheet requested at renewal 1 a year Used to take three days to
per find; it is maintained
principal continuously

Keep this page for the end of a renewal meeting. Few administrators can show

their principal the dated list of who accesses what, and the log that proves it.

For the insurer to settle

-
i
>
il
]
o
n
—
o
=
>
o
3
—
>
™
n
>
®
M
(s
o
n
®
>
—
=
=3
0n
)

Scope of this document: the service operated by Blue Lemon Agent. For an agent deployed at your premises, the
applicable location is that of the architecture set out in the quotation and verified before commissioning; local
execution is announced only for the configuration explicitly described and accepted in the quotation; the applicable
isolation depends on the deployment mode set out in the quotation, no dedicated isolation being presumed; the
encryption mechanisms in transit and at rest, their components and key management are those documented for the
architecture chosen; roles and permissions are configured and accepted for the identities and systems actually
connected; the events logged, their content, their retention period and who may access them are defined for the

deployment chosen.
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