
Exposed key — steps to follow
LINDBERGH FORMATION — 16 rue de Maillé, 91310 Montlhéry, France · Companies register (RCS) Evry
817 946 114
Document issued on 24/09/2026

4 ordered steps · fictional document

Fictional document — demonstration example
This document is produced by the Blue Lemon Agent website to illustrate what an AI
agent hands to its users. The companies, matters, amounts and people in it are
invented. It has no legal, accounting or commercial value.

Fictional document, produced for demonstration. No key value is reproduced
here, not even truncated. This document is made to circulate; a key is not.

What is established

Item Finding

Date it appeared 01/08/2026 at 16:42

Commit a3f91c, branch feat/export-csv

Removed from the file since? Yes, in a later commit

Still in history? Yes

Repository visibility Private

Key still valid? Yes

Service concerned Transactional email

Services using it 2
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The repository is private: the exposure is internal. That is not nothing — history
stays readable by every access to the repository, including former ones — but the
scale is not that of a public leak, and it changes the order of the steps.

The order, and why it matters

# Step Who Why not earlier

1 Create the new key Technical lead —

2 Deploy it to both services Technical lead Revoking first stops order confirmation emails

3 Verify a real send Technical lead A deployed key is not a working key

4 Revoke the old one Technical lead Only now

Revoking first is the reflex, and it is the wrong order. On this service it stops
order confirmation emails — a visible customer incident, caused by the fix rather than
by the mistake.

The two services concerned

Service Environment variable Restart needed?

api-orders MAILER_API_KEY No — re-read at runtime

worker-notifications MAILER_API_KEY Yes

What remains, afterwards

Purging repository history: ☐ to be scheduled · ☐ not pursued · decided by:
……………………

Purging shared history forces every clone to resynchronise. It is scheduled with the team;
it is not urgent once the key is revoked, and it is not optional for all that.
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Scope of this document: the service operated by Blue Lemon Agent. For an agent deployed at your premises, the
applicable location is that of the architecture set out in the quotation and verified before commissioning; local
execution is announced only for the configuration explicitly described and accepted in the quotation; the applicable
isolation depends on the deployment mode set out in the quotation, no dedicated isolation being presumed; the
encryption mechanisms in transit and at rest, their components and key management are those documented for the
architecture chosen; roles and permissions are configured and accepted for the identities and systems actually
connected; the events logged, their content, their retention period and who may access them are defined for the
deployment chosen.
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