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Health hosting: the HDS requirement, role-based access, processing in the EU targeted - fictional

document

Fictional document — demonstration example
This document is produced by the Blue Lemon Agent website to illustrate what an Al
agent hands to its users. The companies, matters, amounts and people in it are

invented. It has no legal, accounting or commercial value.

Fictional document, produced for the demonstration. It describes the
architecture actually proposed: an agricultural social protection fund holds, for the
same people, incomes, family situations and medical material. Partitioning is not a

constraint endured: it is what makes the single desk acceptable.

What the index carries, and what it does not

Element In the index? Consequence

Nature of the document Yes The caseworker knows a tax assessment
exists

Filing date and validity Yes They know whether it can still be used

Holding branch Yes They know whom to ask, if their role allows
it
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Element

Content of the

document, amounts

In the index? Consequence

No Income does not cross the partition

until the branch is entitled

Any medical item No — absent from Hosted separately, on the resource

the index dedicated to health data

Health data, handled separately

Point

Hosting

Access

What the

caseworker sees

Log

Implementation

Resource dedicated in France to hosting

health data

The medical service, and it alone

The opinion passed on by the medical

service: a direction, a date, a duration

Inspectable by the data protection officer

whenever she decides, without telling us

The rest of the architecture

Point

General

hosting

Pooling

Implementation

Dedicated, isolated resource in France,

under French law, architecture designed to
reduce exposure to extraterritorial legislation,
location alone not being enough to guarantee

immunity

None with another fund

Measure for the year

9,100 medical documents

received

0 consultation outside

the medical service

Never a document

Complete over 12 months

What it lets you tell a

member

“Your data is processed
within the European
Union in the architecture

chosen”

“QOur environment is ours

alone”
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Point Implementation What it lets you tell a

member

Training No member data feeds any model “What we know about

you serves your file”

Write Read-only technical account — checkable “No entry was made by

permissions with one command the machine”

Encryption In transit and at rest “A stolen file stays
unreadable”

The year's framework measures

Indicator Year

Member records out of the fund 0 across 112,000 enquiries
Transfers outside the European Union o

Access to a medical item outside the medical service ]

Outputs sent without a person's approval 0 out of 12,100

This document is the record your data protection officer asks for every year
— hosting, data processed per branch, retention periods, who has access to what, and

the special place of health material. It is kept up to date continuously.

To be settled by the fund
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Scope of this document: the service operated by Blue Lemon Agent. For an agent deployed at your premises, the
applicable location is that of the architecture set out in the quotation and verified before commissioning; local
execution is announced only for the configuration explicitly described and accepted in the quotation; the applicable
isolation depends on the deployment mode set out in the quotation, no dedicated isolation being presumed; the
encryption mechanisms in transit and at rest, their components and key management are those documented for the

architecture chosen; roles and permissions are configured and accepted for the identities and systems actually
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connected; the events logged, their content, their retention period and who may access them are defined for the

deployment chosen.
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