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France, resource isolated per body - fictional document

Fictional document — demonstration example
This document is produced by the Blue Lemon Agent website to illustrate what an Al
agent hands to its users. The companies, matters, amounts and people in it are

invented. It has no legal, accounting or commercial value.

Fictional document, produced for the demonstration. It describes the
architecture actually offered. A benefits office handles incomes, household
compositions and social circumstances: among the most sensitive data any public

body processes.

The two deployment modes, for the office to choose

Mode Where computation What leaves the For whom

happens network
Local On a machine Nothing Offices with their own server
inference belonging to the room

body
Resource On a dedicated server Nothing outside No pooling with another
isolated per hosted in France the European office — continuity of
body Union service depends on it
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What protects families

Point Implementation What the office
can state
Training No claimant data trains a model “What is learned

here stays here”

Decisions No decision affecting a claimant is automated — “A public officer
no grant, no revision, no refusal, no signs off every
overpayment notice decision”

Encryption In transit and at rest “Intercepted data

stays unreadable”

Role-based Rights follow the function, not the person “Only the staff

access concerned open a
file”

Authentication Strong, for all access “No anonymous
access”

Logging Complete, consultations included “We produce a

dated record”

Hosting France, under French law, architecture “Family data does
designed to reduce exposure to extraterritorial not leave the
legislation, location alone not being enough to European Union”

guarantee immunity

For the most sensitive data, reinforced hosting options exist — SecNumCloud, and
health-data hosting as soon as health information enters a file. A single architecture

is designed to answer both the GDPR and extraterritorial exposure.

The quarter's measures

Indicator Value

Data leaving the European Union ]
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Indicator Value

Automated decisions affecting a claimant 0

Entitlements granted, revised or refused without 0 out of 41,000 files
sign-off processed

Traced accesses All of them

This document is the raw material for the table of processing operations,
retention periods and access by role expected by the office's data protection
impact assessment. It is asked for once a year and usually takes three weeks to

rebuild; here it is kept up to date continuously.

For the office to settle
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Scope of this document: the service operated by Blue Lemon Agent. For an agent deployed at your premises, the
applicable location is that of the architecture set out in the quotation and verified before commissioning; local
execution is announced only for the configuration explicitly described and accepted in the quotation; the applicable
isolation depends on the deployment mode set out in the quotation, no dedicated isolation being presumed; the
encryption mechanisms in transit and at rest, their components and key management are those documented for the
architecture chosen; roles and permissions are configured and accepted for the identities and systems actually
connected; the events logged, their content, their retention period and who may access them are defined for the

deployment chosen.
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