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Local inference, role-based access, processing in the EU targeted - fictional document

Fictional document — demonstration example
This document is produced by the Blue Lemon Agent website to illustrate what an Al
agent hands to its users. The companies, matters, amounts and people in it are

invented. It has no legal, accounting or commercial value.

Fictional document, produced for the demonstration. A pension fund holds the
career, income and family situation of a whole lifetime, for 308,000 people.
Local inference means the model computes on the organisation's machine: a

member's name and career periods cross no outside network to be processed.

The two possible architectures

Architecture Where the What leaves the For which fund
computation organisation
happens

Local inference On a machine Nothing A fund with a server room

belonging to the
fund
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Architecture Where the What leaves the For which fund
computation organisation
happens

Isolated resource In France, under Nothing outside A fund without a server

hosted in France French law the European room — no pooling with

Union another organisation

The absence of pooling is the condition supervisory authorities look at first. An
environment dedicated to each organisation guarantees that no member's data sits

alongside another fund's, including in memory.

The protections, one by one

Protection

No model training

Encryption in transit and

at rest

Strong authentication

Role-based access

Logging

Hosting in France,

under French law

What it covers

Records, documents,

letters, estimates

Every flow, every store

The 74 staff of the

pensions department

Rights follow the job

Who consulted what,
when, and what was

approved

All member data

What it prevents

That what is learnt from a member

resurfaces elsewhere

Reading outside the intended access

Use of an account by a third party

That a reception officer sees
income figures when all they need

is a progress status

That a consultation leaves no trace

Exposure to the Cloud Act and FISA

702 left unexamined
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Protection

SecNumCloud and
health-data hosting

options

What it covers

The most sensitive

scopes

Role matrix, as configured

Role

Telephone

reception officer

Career-record officer

Pensions adviser

Regulatory

specialist

Data protection

officer

Sees

How far a file has progressed, the

documents expected

The periods of the files in their

portfolio

The full file of the members they

handle

Everything

The access logs and the processing

record

What it prevents

Shared infrastructure on those scopes

Does not see

Recorded income,

estimates

Files outside the portfolio

Another adviser's files, except

on a traced transfer

The content of the files

What the log makes possible — data-rights requests

Measure

Requests received

per year

Time to handle one

request

Completeness of the

answer

Before

62

Half a day of officer time,

across five systems

Depended on the memory of

whoever searched

After

62

20 minutes

An index of every place the

person appears
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An obligation endured becomes an obligation met, and the processing record the

data protection officer presents each year keeps itself up to date — sources, retention

periods, who accesses what.

The offer benchmarks

Benchmark Value

Hosting in France, under French law 100%

Data outside the European Union 0

Uses ready to deploy for this role 7

Decisions taken without human validation 0

Software to be replaced 0
Architecture chosen by the fund: - Approved by

Scope of this document: the service operated by Blue Lemon Agent. For an agent deployed at your premises, the
applicable location is that of the architecture set out in the quotation and verified before commissioning; local
execution is announced only for the configuration explicitly described and accepted in the quotation; the applicable
isolation depends on the deployment mode set out in the quotation, no dedicated isolation being presumed; the
encryption mechanisms in transit and at rest, their components and key management are those documented for the
architecture chosen; roles and permissions are configured and accepted for the identities and systems actually
connected; the events logged, their content, their retention period and who may access them are defined for the

deployment chosen.
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