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Local inference, role-based access · fictional document

Fictional document — demonstration example
This document is produced by the Blue Lemon Agent website to illustrate what an AI
agent hands to its users. The companies, matters, amounts and people in it are
invented. It has no legal, accounting or commercial value.

Fictional document, produced for demonstration. Local inference means the
model computes on your machine: a log line does not leave your network to
be read. The other available route is an isolated resource hosted in France, under
French law, dedicated to the group.

Why log confidentiality is a security matter

What logs reveal What it is worth Where it
stays

Server names and service
accounts

The map an attacker takes months
to rebuild

Inside your
walls

Address ranges and segmentation The paths between zones Inside your
walls

Backup windows and
maintenance slots

The moments when monitoring is
lightest

Inside your
walls
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What logs reveal What it is worth Where it
stays

Production dependencies What a cut-off would stop Inside your
walls

The arrangement, point by point

Element What is put in place

Location A machine at the group, or an isolated resource hosted in France,
under French law

Transfers Deployment objective: processing and access within the European
Union — architecture designed to reduce exposure to extraterritorial
legislation, location alone not being enough to guarantee immunity

Training No log trains any model

Role-based
access

An analyst opens the logs of their perimeter, not the full map

Encryption In transit and at rest

Evidence
copies

Sealed by hash, timestamped, preserved

Access log Who consulted which log, when, over which window

Supervision Web dashboard and supervision from a phone: signing or withdrawing a
containment mandate

Higher-tier
options

SecNumCloud and hardened hosting according to the level required

The cyber insurer, the two largest customers and the payment provider ask the
same question at renewal: where the logs are and who reads them. The answer fits
on one page, produced in a few seconds, and carries the name of every
authorised person.
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The next step proposed

Scope Volume State of readiness

11 monitored
sources

2.4 billion events/month Covered

3 openings
decided

+222M events/month Under way

Warehouse
controllers

40M events/month already
written to disk

30 days read: 4 behaviours stand
out, 2 would deserve a rule

Opening the controller scope — decision and date: ______

Scope of this document: the service operated by Blue Lemon Agent. For an agent deployed at your premises, the
applicable location is that of the architecture set out in the quotation and verified before commissioning; local
execution is announced only for the configuration explicitly described and accepted in the quotation; the applicable
isolation depends on the deployment mode set out in the quotation, no dedicated isolation being presumed; the
encryption mechanisms in transit and at rest, their components and key management are those documented for the
architecture chosen; roles and permissions are configured and accepted for the identities and systems actually
connected; the events logged, their content, their retention period and who may access them are defined for the
deployment chosen.
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